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ABSTRACT

With the advent of Internet of Things (loT) and the increasing use of application-based processors, security
infrastructure needs to be examined on some widely-used loT hardware architectures. Applications in today’s world
are moving towards 10T concepts as this makes them fast, efficient, modular and future-proof. However, this leads
to a greater security risk as 10T devices thrive in an ecosystem of co-existence and interconnection. As a result of
these security risks, it is of utmost importance to test the existing cryptographic ciphers on such devices and
determine if they are viable in terms of swiftness of execution time and memory consumption efficiency. It is also
important to determine if there is a requirement to develop new lightweight cryptographic ciphers for these devices.
This paper hopes to accomplish the above- mentioned objective by testing various encryption-decryption techniques
on different 10T based devices and creating a comparison of execution speeds between these devices for a variety of
different data sizes.
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I.  INTRODUCTION

The science of securing digital data by making it unintelligible for unauthorized access, especially for transmission
and storage is called Cryptography. The usage of Internet of Things and other applications has led to an exponential
increase in the data being stored, transmitted and processed. This data increase has led to an increased demand for
data security architecture. Many applications of 10T are based out of application processors, the common ones being
Raspberry Pi and Beagle Bone. References [1] and [2] show us the different 10T based applications of these devices.
However, employing security mechanisms on such processors will lead to an overload in the already loaded
processors. This may result in increased power consumption, application delays or increased resource demands. As a
result, there is a necessity to examine the various symmetric and asymmetric encryption-decryption techniques
available and test their effects on the Raspberry Pi 3 and Beagle Bone Black processors and compare various
parameters like speed and efficiency. This would also help us determine the need of light- weight schemes on such
device. The various security techniques we are going to compare in this paper are: Twofish, Blowfish, DES, Triple-
DES, AES, RC2, RC4 and ChaCha20. These ciphers are tested on the 10T devices by running them on different file
sizes ranging from 1 MB to 128 MB.

A. Raspberry Pi 3

The Raspberry Pi family consists of pocket-sized computers containing high memory, fast processor and various
ports which can be interfaced with a large ecosystem of devices as required by the application. Reference [3] gives
us an excellent comparison between a member of this family and various other 10T devices. These devices are also
backed by a large community for support.

Raspberry Pi 3 is the latest of the editions on which we will run our security mechanisms. It has dimensions of
8.7cm in length, 5.8cm in width and 1.8cm in height. It is powered by a Quad -core Broadcom BCM2837 64-bit
CPU clocked at 1.2 Ghz. Its 1GB DDR2 RAM makes it suitable and speedy for 10T based applications. It also
comes with a built-in BCM43438 wireless LAN and low energy Bluetooth chip on board. It contains a wide array of
ports such as 26 GPIO pins, 4 USB2.0 ports, 4 Pole audio stereo output and a full-sized HDMI port. It also contains
a CSI camera port which can be used quickly and efficiently for video analytics-based applications. Raspbian Sketch
is the preferred operating system. A 3A charger at 5V is sufficient to power this device.
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Figure 1. Board Representation of Raspberry Pi 3

TABLE I. Comparison Between Raspberry Pi 3 and Beagle Bone Black

Purameterz Rampharry Fi } BEeagls Boms Black
(=3 | ok BigsT TH Sraa ARV o
Preeasar 150k Sd-bat ARM Cortex-A5) 1k ¥]-bet ARM Cortex-A3
FAML 108 DO SEIME DORD
[+ VidsoComs IV Prawar VB, S50
Operatimg Syatem | Faphus Seech 45 Dbz Whaasy 2.0
TGP0 Fins b (1)
Pewmar T80 mA ) TV oodervaryimg | 130-050 mA ) 5V ondar
Loninmpla el WEIEE
Tr— | hn-Board 400 Morage edendabie | Limited 1o Moo G0 cand
wia Moo 5D cand args
Featares [ e ——— 15N Pert, Mirs MDA Pore,
cardy, HDMD port, USE Porn, Ethetrmart Fort
Ebsernet Port, F i Ao Tnck

ISSN 2348 - 8034
Impact Factor- 5.070

Homogeneous to the Raspberry Pi, the Beagle Bone family consists of multi-purpose hardware with an array of
features and ports. Providing additional GP10O functionality over the Raspberry Pi 3, these devices are widespread in
the field of 10T. Reference [4] provides a detailed description of various devices belonging to this family.

With dimensions of 8.62cm in length, 5.33cm in width and 1.6cm in height, the Beagle Bone Black is slightly power
deficient when compared to the Raspberry Pi 3. It is packed with a 4GB 8-bit embedded multimedia controller
onboard flash storage and a 512MB DDR3 RAM. It is provided with 3D graphics and NEOB floating-point
accelerator and 2, 32-bit programmable real-time units each clocked at 200 Mhz. It has a USB host, Ethernet port, a
micro HDMI port and 2 46-pin headers. It runs on the Debian Wheezy 9. The main advantage for the Beagle Bone
Black over the Raspberry Pi 3 is the availability of 65 GPIO pins, thus providing the user with better functionality
and control over run-time. References and [6] shows applications of this device as well as helps explain the device’s
architecture in more detail
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Figure 2. Board Representation of Beagle Bone Black

Table | compares the two 10T devices that are being tested in this paper and it states similar differences as seen in

[3].
Il.  CRYPTOGRAPHIC CIPHERS

With the development of security schemes over the years, many new encryption techniques have been devised, and
improvements have been done on existing techniques. In general, all the existing techniques can be classified into
Asymmetric and Symmetric encryption techniques. In this paper, we will be concentrating mainly on the widely
used Symmetric encryption techniques. A detailed analysis, working and the various attacks on these Symmetric and
Asymmetric ciphers are seen in [7].

Symmetric encryption techniques are further classified into Block Ciphers and Stream Ciphers. The block and
stream ciphers that have been used in this paper are discussed next.

A. Stream Ciphers

Stream Cipher algorithms peruse the entire intelligible message and convert each symbol of the plain text directly
into a symbol of cipher text. The symbol is generally a bit, and the transformation performed is generally exclusive-
OR (XOR). Due to bhit by bit encoding, they are lighter and faster schemes relying solely on confusion concepts.
They also have statistically random structures and are easier to implement on hardware. Reference [8] discusses a
few attacks on stream ciphers. We will talk about the 2 most prominent, fast and light stream ciphers, RC-4 and
ChaCha 20, and compare them on the Beagle Bone and Raspberry Pi.

2. Rivest Cipher 4 (RC4)

Rivest Cipher 4 abbreviated as RC4 was developed by Ronald Rivest in 1987. It relies on a symmetric key algorithm
to generate a keystream sequence for encryption and decryption. The data stream is simply XOR-ed with the
generated key sequence. A detailed analysis of Rivest Ciphers is performed in [9].

The key generation algorithm is completely individualistic of plain text, and the key length variable, with the
maximum length being 256 bytes. The algorithm uses a 256 byte array called S. This S array is initialized to
permutations of 0 to 255 using a Key-Scheduling algorithm. These values in the S array are then processed for 256
iterations to form a random combination of the permutation values. The Pseudo-Random generation algorithm is
then used to further modify the output of each key byte and XOR key bytes with plain text bytes or vice versa. A
lookup stage of RC4 is as shown in Fig. 3.
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Figure 3. Lookup stage of RC4 stream cipher

o ChaCha20

Developed by Daniel J. Bernstein, the ChaCha 20 stream cipher is a variant of the Salsa20 stream cipher. The design
principles of this cipher are almost identical to that of Salsa20, however, there is increased diffusion per round.
Reference [10] gives us an exhaustive explanation of the algorithm by D.J. Bernstein himself.

It is a 256 bit stream cipher. The changes from Salsa20/8 to ChaCha8 are designed to improve diffusion per round,
thus increasing resistance to cryptanalysis, while preserving and improving time per round. However, the extra
diffusion does not add more operations when compared to Salsa20. A ChaCha round has 16 additions and 16 xors
and 16 constant-distance rotations of 32-bit words. The parallelism and vectorizability of the ChaCha 20 algorithm
are conformant with that of Salsa20.

B. Block Ciphers

Block Cipher cryptographic schemes convert an entire block of plain text into a block of cipher text at a time. These
are bulkier and slower ciphers as they involve the division of plain text into blocks and rely on both diffusion and
confusion concepts. They have a simpler software implementation and also have different modes of operations. The
block ciphers discussed and used in this paper have been run on the two simplest and fastest modes which are
Cipher Block Chaining (CBC) and Electronic Code Book Mode (ECB). The various other operation modes can be
seen in [11]. A detailed analysis of the various attacks on these ciphers is seen in [12]. The block ciphers discussed
in this paper are based on the Feistel cipher structure as showin in Fig. 4. The different block ciphers discussed in
this paper are AES, DES, Triple-DES, RC2, Blowfish and Twofish ciphers. The block ciphers that have been used in
this paper are discussed next.

. ADVANCED ENCRYPTION STANDARD (AES)

Advanced Encryption Standard or AES is a block encryption technique which was developed by Belgian
cryptographers, Vincent Rijmen and Joan Daemen. It is based on the principle of substitution-permutation network,
a combination of both substitution and combination. It basically comprises of 3 block ciphers- AES-128, AES-192
AES -256 and each of these ciphers can encrypt and decrypt data in 128-bit blocks using 128, 192 and 256 bit keys
respectively. The higher the key size, the stronger the encryption. Since AES is a symmetric cipher, both the sender
and the receiver must know the key for encryption and decryption respectively.

AES defines 4 transformations to convert the plain text into cipher text. The first step involves arranging data into an
array or matrix. The second step shifts data rows, the third step mixes columns and the last step performs simple
XOR operation on each column using a different part of the encryption key. 10 such rounds are performed for 128-
bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. Reference [13] provides a detailed insight of
this cipher.
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Figure 4. Feistel Cipher Structure

[ Data Encryption Standard (DES)

Data Encryption Standard or DES was developed in 1970 by IBM. It is a block cipher that takes in 64-bit plaintext
and after a series of operations, converts it into a 64-bit cipher text. DES is a symmetric cipher and uses a key for
these operations of length 64-bits, out of which 56 bits are used for encryption-decryption and the remaining 8 bits
are used to check parity. Thus, DES has an effective key length of 56 bits. The algorithm consists of 16 identical
rounds. A thorough analysis and working of this cipher is seen in [13] as well.

Initially, the 64-bit plain text is divided into two 32-bit blocks. These 2 blocks are processed separately in each of
the 16 rounds. This structure is referred to as the Feistel Structure. The F-block in the structure scrambles a half
block with some part of the key, whose output is combined with the other half block. These 2 halves are swapped
before the next round. The Initial Permutation (IP) and Final permutation rounds are inverses of each other. Being a
symmetric cipher, it uses the same key for encryption is used for decryption, but in the reverse order. This makes it
easier to design hardware and software for encryption and decryption. A detailed comparison between AES and
DES is also seen in [13].

[ Triple-Data Encryption Standard (3DES)

Triple Data Encryption Standard or 3DES algorithm basically runs the DES algorithm 3 times on a given plaintext.
The original DES’s 56-bit key was sufficient to provide security but the availability of additional computational
power led to increased brute-force attacks.

This led to the development of the 3DES cipher.
3DES uses a 168 bit key and operates on a block size of 64-bits. Although more secure than the former DES
algorithm, it is found to be the one of the mostslowest block cipher in existence due to its excessive computational

complexity. An all-inclusive explanation and detailed analysis of this cipher is seen in [14].

0 Blowfish
Blowfish block cipher was developed 1993 by Bruce Schneier. It uses a fixed block of size 64 bits, with a varying
key-length between 32 and 448 bits. It also makes use of large key-dependent S-boxes. Similar to DES, it has a 16-
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fastest ciphers in public use. Reference [15] gives us an all-inclusive analysis and security enhancement for this
cipher.

[ICRTCET-2018]

L. Twofish

Similar to AES, DES and Blowfish algorithms, Twofish also depends on the Feistel structure. Having developed
Blowfish, Bruce Schneier made developments to his cipher which thus lead to Twofish which is a symmetric cipher,
with a block size of 128 bits and a key of any length upto 256 bits. The plain text is broken into two 32-bit words
and fed into the F-boxes. Thw two words are further broken down into four bytes within these F-boxes and sent
through S-boxes, each dependent on different keys. The four output bytes are combined into a 32-bit word using
Maximum Distance Separable (MDS) matrix. The Pseudo-Hadamard Transform (PHT) is used to combine the 2 32
-bit words. This is then XOR-ed with the other half. Certain 1-bit rotation operations are also performed before and
after the XOR operation. The superiority of this cipher over the Blowfish cipher is seen in [16].

O Rivest Cipher 2 (RC2)

Taking inspiration from the RC4, Ronald Rivest in 1987 developed the Rivest Cipher 2. Abbreviated as RC2, it is a
symmetric 64-bit block cipher with a variable key length of up to 128 bits. A brief explanation states that it involves
a complicated round of operations to convert the plain text into cipher text. Based on a variable-length input key, a
key-expansion algorithm is used to convert it into a fixed 64-bit key. This is followed by a sequence of operations
involving 5 mixing rounds, a mashing round, 6 mixing rounds, another mashing round followed by another 5
mashing rounds.

iii. mixing round consists of 4 mix-up transformations. A round is said to be mashed by adding it to any one of the
16 -bit words of the expanded key. A thorough comparsion of RC2 with other Rivest block ciphers is seen in [9].

IV. EXPERIMENTAL RESULTS

References [17] and [18] give us a detailed evaluation of the performance, efficiency and swiftness of block and
stream cryptographic ciphers on commonly used Intel processors. However, these evaluations would not stand true
for the 1oT domain and as a result a similar evaluation is performed here. The cryptographic block and stream
ciphers discussed in this paper were run on the Beagle Bone Black and Raspberry Pl 3 for different data file sizes
ranging from 1 MB to 128 MB to determine execution speed and time.

The key and block sizes for the various block ciphers are as shown in Table I1.

TABLE II. Key Sizes and Block Sizes for Block & Stream Ciphers

The execution time in second for various stream ciphers and block ciphers on the Rapsberry Pi 3 are as shown
in Table 111, Table IV and Table V.

Cipher Ky Siz{bita) Black Size(bita)
AES 2546 14
__DES 36 L.
3.DES 168 54
“Alowluh 125 73
Twefish 256 i3
B2 128 B4
RC4 256 .
ChaChalt 256
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TABLE I11. Block Cipher Executions in ECB Mode on Raspberry Pi 3
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TABLE V. Block Cipher Executions in CBC Mode on Raspberry Pi 3
Tancation Tiome for Biech Cighers (1)
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TABLE VI. Stream Cipher Executions on Raspberry Pi 3
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The values for execution of the various stream ciphers and block ciphers on the Beagle Bone Black are as shown in
Table VI, Table VII and Table VIII.

TABLE VI. Block Cipher Executions in ECB Mode on Beagle Bone Black
Eiwcwtion Time far Hhock Ciphers ()
5| Tellls | Benda

TABLE VII. Block Cipher Executions in ECB Mode on Beagle Bone Black
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TABLE VII1. Stream Cipher Executions on Beagle Bone Black
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Fig. 5, 6 and 7 show graphs comparing the speeds of the various block ciphers and stream ciphers on the Raspberry
Pi 3 and Beagle Bone Black. We can see the variation of speeds for different file sizes in these graphs for the two

devices being used.

It can be clearly inferred from the tabulated values for the Raspberry Pi 3 and the Beagle Bone Black that the
Twofish algorithm has the highest speed amongst all the block ciphers. However both the stream ciphers, being light
and fast compete with the Twofish algorithm. The ChaCha 20 stream cipher is clearly the most light, fast and
efficient cipher amongst the ones discussed that can be run on the 10T devices.

Also it was seen that the CPU and memory consumption on the Beagle Bone Black averaged about 70 percent for
the various encryption schemes. However the Raspberry Pi executed all the schemes with an average memory
consumption of 40 percent which is much lower then the Beagle Bone Black.

However, as seen in [19] and [20], several light weight ciphers have been developed which compete with the
fastest cipher seen here in terms of speed and also use fewer memory resources on such devices.
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Figure 5. Execution Speed Comparison of Block Ciphers in ECB Mode between Raspberry Pi 3 and Beagle Bone Black
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Figure 6. Execution Speed Comparison of Block Ciphers in CBC Mode between Raspberry Pi 3 and Beagle Bone Black
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Figure 7. Execution Speed Comparison of Stream Ciphers between Raspberry Pi 3 and Beagle Bone Black

CONCLUSION

We have tested the two most competitive 10T devices and compared there performance results. Due to the
processing speed on the Beagle Bone Black being lower than that of the Raspberry Pi 3, the execution time of these
ciphers nearly doubles on it. The power and memory consumption was also found to be lower on the Raspberry Pi 3.
As a result, for quick, efficient, secure and fast data transmission the Raspberry Pi 3 performs better than the Beagle
Bone Black. However, if several interfaces need to be added on as seen in several 10T applications, the Beagle Bone
Black has better available functionality with its replete GPIO pins.

The next step in the development of cryptographic ciphers for 10T is to either refine the existing ciphers or develop
new light weight schemes which would help in improving the performance and memory consumption for these 1oT

devices
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